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IDENTITY THEFT —
WHAT YOU NEED TO KNOW
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What is Identity Theft?

|dentity theft is fraud perpetrated by a criminal who assumes someone else's
identity in order to profit illegally.

Identity Theft Statistics from U.S. Department of Justice (2006):

Fastestgrowing crime in the U.S.

Every minute, 28 people become a victim to identity theft.

49% of people state that they do know how to protect themselves.

The emotional impact is similar to that felt by victims of violent crime.

It takes anywhere from 3 hours to 5,840 hours to recover from this crime.
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What 1 s I dentity Theft?

There are 4 main types of identity theft:

1. Financial
Using another's identity to obtain goods and/or services.

2. Criminal
Posing as another when apprehended for a crime.

3. lIdentity Cloning
Using another's information to assume his or her identity in daily life.

4. Business/Commercial
Using another's business name to obtain credit.
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What Do Thieves Do With A Stolen Identity?

Types of information identity thieves try to steal :

C Name C Internet Usernames and Passwords
C Address C Personal Identification Numbers (PIN)
C Date of Birth C User IDs for Online Access

C City of Birth C Debit/Credit Card Account Numbers

C Social Security Number C Card Expiration Dates
C5NAIDSNIRA [ A OS¢ 5esurity @pdes S NJ

Caz2iKSNXQa al ARG yax IbhumSer
CtSiaQ bl yYSa C High School Name 6




Chevron

-

Chevron Federal Credit Union

Wh at Do Thieves Do With A St

Once thieves have your personal information, they use it in 5 main ways:

gk owbdhPeE

Credit Card Fraud

Bank or Financial Fraud

Phone or Utility Fraud

Government Document Fraud

Other Fraud (Employment, Medical Services, Criminal)
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How Do Thieves Steal An Identity?

There are 6 main ways thieves steal an identity:

Dumpster Diving
Skimming

Phishing

Changing Your Address
Shoulder Surfing
Pretexting
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How Do Thieves Steal An | den

1. Dumpster Diving
Thieves rummage through trash looking for bills or other documents with
personal information on it.

login: john
password: wombakbs
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How Do Thieves St eal An | den
2. Skimming
Thieves steal credit/debit card numbers used in a legitimate transaction.
Ct¢eLIAOrtte Yy GaAYAARS 220¢ o0& | F

C Can be as simple as photocopying receipts.
C Thieves use scanning devices at ATMs to read your card's magnetic str
often in conjunction with a pinhole camera to read the PIN.
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How Do Thieves Steal An
| denti ty? (co
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http://people.howstuffworks.com/enlarge-image.htm?terms=phishing&gallery=1&page=4
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How Do Thieves Steal An | den

4. Changing Your Address
Thieves divert your mail to another location by completing a change of
address form or by contacting your credit card issuer.

The USPS now sends a "Move Validation Letter" to both the old and new
address when a change is filed.
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How Do Thieves St eal An | den

5. Shoulder Surfing
Thieves use direct observation techniques, such as looking over your shoulder,
to steal personal information.

When logging in to your computer ;
or a personal website, make sure
you have atrong password.
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PRETEXTING
The easiest way for

an identity-thief to
steal your identity
$ is to ask you fortt,
often over the

How Do Thieves Steal An
|l denti ty? (cont

6. Pretexting
Thieves use false pretenses
(create an invented scenario) to
persuade you, a financial
institution, or a company to
release information or perform
an action.
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What Can | Do To Avoid Becoming a Victim of ID Theft?

Remember to S.C.A.M.

C SHRED unnecessary mail and documents and be stingy about
giving out your information.

C CHECK that you are entering a secure site when on the Internet.

C ASKfor a FREE copy of your credit report at least twice a year.
V www.annualcreditreport.com

C  MAINTAIN careful records of your banking and financial accounts.
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What Should | Do If My Identity is Stolen? %
A step-by-step approach to recovering your identity. ’W

1. Place a fraud alert on your credit reports and review your reports.

2. Close the accounts that you believe may have been tampered with or
opened fraudulently.

3. File a complaint with the Federal Trade Commission and print a copy of their
ID Theft Complaint Form.
https://rn.ftc.gov/pls/dod/widtpubl$.startup?Z ORG CODE=PUO03

4. File a police report where the identity theft took place.



https://rn.ftc.gov/pls/dod/widtpubl$.startup?Z_ORG_CODE=PU03
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What Shoul d | Do If My | dent
Initial Fraud Alert vs. Extended Fraud Alert

An initial fraud alert stays on your report for at least 90 days.
C You get one free report a year from each credit reporting agency.
C Potential creditors will take extra measures to verify your identity.
An extended fraud alert stays on your report for 7 years.
C You get two free reports a year from each credit reporting agency.
C Potential creditors must actually contact you or meet with you in
person before issuing credit.
C Credit reporting agencies will remove your name from marketing
lists for prescreened credit offers for 5 years.
C You must provide agencies with Blentity Theft Report for an
extended fraud alert (explained in Step 3).
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What Shoul d | Do If My | dent

ID Theft Complaint Form

This form along with a police report will provide you with the following
protections:
1. Permanently blocks fraudulent information from appearing on
your credit report.
2. Ensures that debts do not reappear on your credit report.
3. Prevents a company from continuing to collect debts that
resulted from identity theft.
4. Places an extended fraud alert on your credit report.
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What Shoul d | Do I f My | den
Additional Tips

Credit Freeze

C Consider a credit freeze, then potential creditors will only be able to access
your credit if you temporarily lift the freeze.

C A credit freeze will last until you ask for it to be removed.

C Placing a credit freeze does not affect your score, or prevent you from
getting a credit report. There is a small fee ($10) associated with freezing
credit, and this fee is per agency. (%\
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