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NCR offers a best of
breed, in-depth security
approach lead by our
world class security
team

Digital InsightTM Solutions Threat Intelligence Program

Digital Insight™ Solutions Threat
Intelligence Program

NCR's security team is composed of seasoned, industry-acclaimed
security experts who deliver significant contributions to the industry
by setting best practices, conducting certifications, developing white
papers, speaking at conferences and influencing the curriculum of
some of America’s top universities. Members of the security team
contributed to initiatives in communities such as:
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Cloud Security Alliance (CSA)

Open Web Application Security Project (OWASP)
Information Systems Security Association (ISSA)
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Because the team is well connected with the security communities
worldwide, NCR sometimes hears about zero-day attacks before they
are published in the specialized media. NCR is also a contributing
member of Financial Services Information Sharing and Analysis Center
(FS-ISAC) and partners closely with organizations such as IBM, Intel
Security, Guardian Analytics, RSA and the FBI to keep abreast of new
threats. Lastly, the security team works closely with NCR's
communication team to ensure financial institution clients are kept
informed.

NCR’s security team monitors and maintains sufficient awareness of
cybersecurity threats and vulnerability information so that risk is
evaluated and action is taken accordingly. NCR is also engaged in
sharing information with other financial institutions and applies
proactive blocking controls to defend its clients based on abuse
patterns observed in other clients. Points of contact with law
enforcement bureaus and regulators have been established as well as
a process to respond efficiently.

Digital Insight™ Solutions keep and securely replicate centralized logs
of all system transactions to ensure integrity. Logs are analyzed for
fraud, intrusion and abuse patterns by internal experts and external
partners.
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